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Abstract

This study presents the design and creation of smart door lock system with
random-touch numpad. The aim of the project is to increase the door security. The
developed system can be separated into two parts, i.e., door lock system and Chatbot
system. The door lock system is operated by microcontroller to control the solenoid
through the electric relay module and to notify the door status through Line
application. The Chatbot system is developed for Line application. It can be used to

change and retrieve the door password.
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Code Chatbot 984 Dialogflow Fulfillment

#5797 n.1 Code Chatbot Va1 Dialogflow Fulfillment

1

2

10

11

12
13

14

15

16

17

'use strict';
const functions = require(firebase-functions’);
const {WebhookClient} = require('dialogflow-fulfillment’);
const {Card, Suggestion} = require('dialogflow-fulfillment’);
process.env.DEBUG = 'dialogflow:debug’; // enables lib debugging statements
const admin = require("firebase-admin");
admin.initializeApp({
credential: admin.credential.applicationDefault(),
databaseURL: 'https://smartdoorbot.firebaseio.com/?);
var db = admin.database();

var ref = db.ref("BOTDDOR");

exports.dialogflowFirebaseFulfillment = functions.https.onRequest((request,
response) => {
const agent = new WebhookClient({ request, response });
console.log('Dialogflow Request headers: ' + JSON.stringify(request.headers));

console.log('Dialogflow Request body: ' + JSON.stringify(request.body));
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#15797 1.1 (10 1) Code Chatbot w84 Dialogflow Fulfillment

18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
a0

41

function welcome(agent) {

agent.add('Welcome to my agent!’);

function DOORBOTSMART(agent)
{

ref.on("value", function(snapshot) {

console.log(snapshot.val());
agent.add("s9aruueIIY Ao +snapshot.val()['Pass'].toString();

b;
}
function NEWPASSWORD(agent){
const NP = agent.parameters[NEWPASSWORD'].toString();
var isnum = /M\d+5/.test(NP);
ifisnum)
{
if(NP.length == 6)
{
agent.add( Aausfaamssia $INPY T ssarulyl lovdelsl (nganasraaeusia
aI7INUIbR "Fdnws" Tusanuveinu).):;}

else if(NP.length < 6)
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a2
43

a4
a5
a6
a7

a8
a9
50
51
52

53
54
55
56
57
58
59
60
61
62
63
64

{
agent.add( 1unusiarniliasy 6 vidn nyanfinst "desviasig’ Wevinias
seuulvd);
}
else
{
agent.add(S1unusiaruiu 6 vidn nyanfinst "Fesviasin Wevihnisfassuy
Tyl
}
}
else
{
agent add(‘siarulaignies Liesnniimsnuseglusiavesiu nyanfian "
AU Lﬁaﬁwmiﬁy’aswﬂm‘);
}
}
function SAVEPASSWORD(agent){
const NP = agent.parameters[ NEWPASSWORD'];
var isnum = /A\d+5/.test(NP);
if(isnum)
{
if(NP.length == 6)
{
var usersRef = ref.child("Pass");
usersRef.set(NP);

agent.add(‘saswarnulnliadadu siahulnlvewitufe $INPY veunmasy);

15197 n.1 (e 2) Code Chatbot ¥84 Dialogflow Fulfillment
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65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89

}
else
{
agent.add( sWarulignaes ngaunfiun "wasaRL" evhnnsseszuulval):
}
}

function fallback(agent) {
agent.add('l didn't understand’);

agent.add(’'I'm sorry, can you try again?’);

var db = admin.database();

var ref = db.ref("BOTDDOR");

ref.once("value", function(snapshot) {
console.log(snapshot.val());

)

let intentMap = new Map();

intentMap.set('Default Welcome Intent', welcome);
intentMap.set('Default Fallback Intent, fallback);
intentMap.set(DOORBOTSMART', DOORBOTSMART);
intentMap.set('SAVEPASSWORD - yes - custom', NEWPASSWORD);

#9197 .1 (e 3) Code Chatbot 784 Dialogflow Fulfillment
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90 intentMap.set('SAVEPASSWORD - yes - custom - yes', SAVEPASSWORD),
91 | //intentMap.set('your intent name here', yourFunctionHandler);

92 | // intentMap.set('your intent name here', googleAssistantHandler);

93 | agent.handleRequest(intentMap);

9 | });

90 intentMap.set('SAVEPASSWORD - yes - custom - yes', SAVEPASSWORD);

15797 n.1 (o 4) Code Chatbot ¥a4 Dialogflow Fulfillment

1 #include <Arduino.h>

2 | #include <SPI.h>

3 | #include "Adafruit ILI9341esp.h"
4 | #include "Adafruit GFX.h"

5 #include "XPT2046.h"

6 | //RFID

7

8 #include "SPL.h"

9 | #include "MFRC522.h"

10 | #define SS_PIN D4

11 | #define RST_PIN AO

12 | #define LED_PIN DO

13 | MFRC522 rfid(SS_PIN, RST_PIN);
14 | MFRC522::MIFARE_Key key;

15 | #define LINE_TOKEN "zagGZ1aLYtXs9CWBaCyx0vdTeXGMmv030j0HgEfPhsq"
16 | #define buzzer D3

Code 3zwﬂaauﬂiz@

A15199 n.2 Code JTUUNARUUILS)
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17 | //TFT
18 | #define TFT _DC 2
19 | #define TFT_CS 15

20

21 |/ Ul details */
22 | #define BUTTON X 40

23 | #define BUTTON_Y 100

24 | #define BUTTON W 80

25 | #define BUTTON H 63

26 | #define BUTTON SPACING X 0

27 | #define BUTTON_SPACING Y 0

28 | #define BUTTON TEXTSIZE 4

29 | #define TEXT X 10

30 | #define TEXT Y 10

31 | #define TEXT W 220

32 | #define TEXT H 60

33 | #define TEXT TSIZE 5

34 | #define TEXT TCOLOR ILI9341 GREEN
35 | // textfield

36 | #define TEXT _LEN 6

37 | char textfield[TEXT LEN + 1] ="
38 | char star field[TEXT LEN + 1] ="
39 | uint8 _t textfield i = 0;

40 | String textfieldIN ;




34

M1319% 1.2 (e 2) Code S¥UUNABUUTEY

a1
i)
a3
a4
a5
a6
a7
a8
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66

int wrong_count = 0;

int star_length =0

int wifi_conn_count = 0;

bool conn_check = false;

String tm_password ;

//int getfirebase = db_password ;

//firebase

#include <FirebaseArduino.h>

#include <ESP8266WiFi.h>

#define FIREBASE_HOST "smartdoorbot.firebaseio.com”
#define FIREBASE KEY "FzDbpo8VaKae643zklL.xO3g6TvxYFwlQXfj5169Zh"
#define WIFI_STA NAME "F9"

#define WIFI_STA PASS "12345678"

Adafruit_ILI9341 tft = Adafruit ILI9341(TFT CS, TFT DC);
XPT2046 touch(/*cs=*/ 4, /*irq=*/ 5);

String hw_password ;

char buttonlabels [12][2] = {"1", "2", "3", "4", "5" "6", "7", "8", "9", "*" "0", "#" };

uint16_t buttoncolors[12] = {IL19341 BLUE, ILI9341 BLUE, ILI9341 BLUE,
ILI9341 BLUE, ILI9341 BLUE, ILI9341 BLUE,
ILI9341 BLUE, ILI9341 BLUE, IL19341 BLUE,
ILI9341 RED, ILI9341 BLUE, ILI9341 RED,
I
//rf
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M1319% 1.2 (e 3) Code S¥UUNABUUTEY

67
68
69
70
71
72
73
74
75
76
7
78
79
80
81
82
83

84
85
86
87
88
89
90
91

bool LINE_Notify(String message) {

WiFiClientSecure client;

if (Iclient.connect("notify-api.Line.me", 443)) {
Serial.printin("connection failed");

return false;

String payload = "message=" + message;

String req ="

req += "POST /api/notify HTTP/1.1\r\n";

req += "Host: notify-api.Line.me\r\n";

req += "Authorization: Bearer " + String(LINE_ TOKEN) + "\r\n";

req += "Cache-Control: no-cache\r\n";

req += "User-Agent: ESP8266\r\n";

req += "Content-Type: application/x-www-form-urlencoded\r\n";

req += "Content-Length: " + String(String("message=" + message).length()) +
"\r\n";

req += "\r\n’;

req += "message=" + message;

// Serial.println(req);

client.print(req);

delay(20);
// Serial.print{n("------------- ":
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92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117

long timeOut = millis() + 1000;
while (client.connected() && timeOut > millis()) {
if (client.available()) {
String str = client.readString();
// Serial.print(str);
}
delay(10);
}
// Serial.printin("------------- W

return timeOut > millis();
}
Adafruit GFX_Button buttons[15];
void RandomKeypad()
{

for (inti=0;i< 10; i++)

{

int rx = random(12);

int ry = random(12),

while (rx == 9 || rx == 11)

rx = random(12);

while (ry == 9 || ry == 11)
ry = random(12);




M1319% 1.2 (e 5) Code s¥uUUNABUUTY

37

118
119
120
121
122
123
124

125

126
127
128
129
130
131
132
133
134

135

136

137

138
139

char temp = buttonlabels[rx][0];
buttonlabels[rx][0] = buttonlabels[ry][0];
buttonlabels[ry][0] = temp;
}
}
void create button()
{
Serial.print("tftx ="); Serial.print(tft.width()); Serial.print(" tfty ="),
Serial.println(tft.neight());
tft.fillScreen(IL19341 BLACK);
RandomKeypad();
// screen module

touch.setCalibration(1832, 262, 264, 1782);

// create buttons
for (Uint8_t row = 0; row < 4; row++) {
for (uint8_t col = 0; col < 3; col++) {

buttons[col + row * 3LinitButton(&tft, BUTTON X + col * (BUTTON W +
BUTTON_SPACING X),

BUTTON Y + row * (BUTTON_H + BUTTON_SPACING Y), // X, y, w, h,
outLine, fill, text

BUTTON_W, BUTTON H, ILI9341 WHITE, buttoncolors[col + row * 3],
ILI9341 WHITE,

buttonlabels[col + row * 3], BUTTON TEXTSIZE);

buttons[col + row * 3].drawButton();
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140 }

142 tft.drawRect(TEXT X, TEXT Y, TEXT W, TEXT H, ILI9341 WHITE);
143 |}
144 | void opendoor()
145 | {
146 digitalWrite(buzzer, LOW);//buzzer
147 | delay (100);

148 | digitalWrite(buzzer, HIGH);

149 delay (100),

150 digitalWrite(buzzer, LOW);

151 delay (100);

152 | digitalWrite(buzzer, HIGH);

153 | delay (100);

154 | digitalWrite(buzzer, LOW);

155 delay (100),

156 digitalWrite(buzzer, HIGH),

157 | digitalWrite(LED_PIN, LOW),//ilauseq
158 | delay (100);

159 |1}
160 | void setup() {

161 // setup code:

162 | pinMode(buzzer, OUTPUT);

163 | digitalWrite(buzzer, HIGH);

164 | pinMode(SS_PIN, INPUT);

165 pinMode(LED_BUILTIN, OUTPUT),

166 | digitalWrite(LED_PIN, HIGH); //UnUsz
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167
168
169
170

171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192

Serial.begin(115200);
tft.begin();
touch.begin(tft.width(), tft.neight()); // Must be done before setting
rotation
tft.fillScreen(ILI9341 BLACK);
// create buttons
create button();
//fo/wifi
Serial.printtn();
Serial.println();
Serial.print("Connecting to ")
Serial.printin(WIFI_STA NAME);
WiFi.begin(WIFI_ STA NAME, WIFI_STA PASS);
while (WiFi.status() I= WL CONNECTED) {
delay(500);
Serial.print(".");
SPI.begin();
rfid.PCD_Init();
pinMode(LED_PIN, OUTPUT);
wifi_conn_count += 1;
conn_check = false;
if (wifi_conn_count >= 10)
{
conn_check = true;

break;
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40

193 |}
194 | Serial.printin(");

195 | Serial.printin("WiFi connected");

196 | Serial.println("IP address: ");

197 | Serial.printin(WiFi.locallP());

198 | Firebase.begin(FIREBASE HOST, FIREBASE KEY);
199 | delay(10);

200 |}
201 | //fb

202 | int value = 0;

203 | long count = 0;

204 | char st = 0;

205 | void loop() {

206 | //Disconnect WIFI

207 | if (conn_check)

208 | {

209 delay(500);

210 Serial.print(".");

211 SPI.begin();

212 rfid.PCD_Init();

213 if (WiFi.status() != WL_CONNECTED)

214 {
215 }
216 else
217 {

218 WiFi.forceSleepBegin(); wdt reset(); ESP.restart(); while (1)wdt_reset();
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41

219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244

}
}

uintl6é tx,y;

if (touch.isTouching()) {
touch.getPosition(x, y);

count = 0;

if (st == 0 && textfield i == 0)
{

textfield i = 0;

st =1;

tft.fillScreen(IL19341 BLACK);
//Firebase.begin(FIREBASE HOST, FIREBASE KEY);

tm_password = Firebase.getString("BOTDDOR/Pass");

if (tm_password.length() < 6)
{
Serial.printin("Cannot get pwd");
}
else
{
Serial.printin(tm_password);
hw_password = tm_password;
}
create_button();

return;
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a2

245
246
247
2438
249
250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269

Serial.println("Pre");

delay(10);

// buttons checking
for (Uint8 tb = 0; b < 15; b++) {
if (lbuttons[b].contains(x, y)) {
//Serial.print("Pressing: "); Serial.printin(b);
buttons[b].press(true);
// tell the button it is pressed
}else {
buttons[b].press(false); // tell the button it is NOT pressed
}
}

for (Uint8 tb =0; b < 12; b++) {
if (buttons[b].justReleased()) {
Serial.print("Released: "); Serial.println(b);
buttons[b].drawButton(); // draw normal
}
if (buttons[b].justPressed()) {

buttons[b].drawButton(true); // draw invert

if (textfield i < TEXT LEN && b = 9 &&b 1= 11){
textfield[textfield i] = buttonlabels[b][0];
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270 star_field[textfield i] = buttonlabels[9][0];
271 textfield i++;

272 textfield[textfield i] = O; // zero terminate
273 star_field[textfield i] = 0; // zero terminate
274 }

275 //delete char

207 wrong_count = 0;

278 for (inti=0;i<=TEXT LEN;i++) {

279 textfield[i] = '

280 star_field[i] ="

281 }

282 textfield i = 0;

283 wrong_count = -1;

284 }

285 if (b==11){

286 wrong_count--;

287 }

288 String db_password = hw_password;

289 //String db_password = Firebase.getString("BOTDDOR/Pass")
290 //Serial.print("Pass : ");

291 //Serial.printn(db_password);

292 // update the current text field

293 Serial.printin(textfield);

294 Serial.printin(star_field);

295 tft.setCursor(TEXT_X + 2, TEXT Y + 10);

296 tft.setTextColor(TEXT TCOLOR, ILI9341 BLACK);

)
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297
298
299
300
301
302
303
304
305
306
307
308

309
310
311
312
313
314
315
316
317
318

tft.setTextSize(TEXT TSIZE)
tft.print(star_field);
textfieldIN = (textfield);
Serial.printin(textfieldIN);
Serial.printin(db_password);
Serial.printin(textfieldIN == db_password);
if (textfieldIN == db_password) {
wrong count = 0;
tft.fillScreen(IL19341 BLACK);
opendoor();

Serial.println("Passed");

LINE_Notify("%e0%b9%80%e0%b8%9b%e09%0b8%ba9%e0%b8%94%e0%b8%
9b%e0%b8%a3%e0%b8%b0%e0%b8%95%e0%b8%bI%e0%b8%94%e0%b
9%89%e0%b8%a7%e0%b8%a2%e0%b8%a3%e0%b8%ab%e0%b8%b1%e
09%b8%aa%e0%b8%9c%e0%b9%88%e0%b8%b2%e0%b8%99");
digitalWrite(LED_PIN, HIGH);
return;
}else {
digitalWrite(SS_PIN, LOW);
}
// create 'text field'
if (textfieldIN = db_password) {
wrong_count++;
if (wrong count == 6) {

create_button();
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319
320
321
322
323
324
325
326
328

329
330
331
332
333
334
335
336
337
338
339
340
341

}
if (wrong_count == 12) {
create button();
}
if (wrong count == 18) {
digitalWrite(buzzer, LOW); //buzzer
delay (2000);
digitalWrite(buzzer, HIGH),
LINE_Notify("%e0%b8%a3%e0%b8%ab%e0%b8%b1%e0%b8%aa%e0%b8%
9c%e0%0b9%88%e0%b8%b2%e0%0b8%99%e0%0b8%9c%e0%b8%ba4%e0%b8
%94%e0%b9%80%e0%b8%81%e0%b8%bad%e0%b8%99+3+%e0%b8%84%e
0%b8%a3%e0%b8%b1%e0%b9%89%e0%0b8%87");

if (textfield i == TEXT LEN) {
for (inti=0;i<=TEXT LEN;i++){
textfield[i] ="'
star_field[i] ="
}
}
create_button();
textfield i = 0;
wrong_count = 0;

delay(30000);

}
delay(100); // Ul debouncing
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a6

342 buttons[b].justReleased();

343

344 }

345

346 if (textfield i == TEXT LEN){

347 for (inti=0;i<=TEXT LEN;i++){
348 textfield i—;

349 textfield[i] = "

350 star field[i] ="

351 }

352 | textfield i = 0;

353 tft.drawRect(TEXT X, TEXT Y, TEXT W, TEXT H, ILI9341 WHITE);
354 }

355 }

356 | 1}

357 | else if (count > 200)

358 | {

359 tft.fillScreen(IL19341 BLACK);

360

361 for (inti=0;i<=TEXT _LEN;i++){
362 textfield[i] ="

363 star_field[i] ="}

364 }

365 textfield i = 0;

366 st=0;

367
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ar

368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391
392
393

}

count++;
//Serial. println(count);
delay(10);

if (Irfid.PICC_IsNewCardPresent() || Irfid.PICC_ReadCardSerial())

return;

MFRC522::PICC Type piccType = rfid.PICC_GetType(rfid.uid.sak);

if (piccType != MFRC522::PICC_TYPE MIFARE MINI &&
piccType = MFRC522::PICC_TYPE_MIFARE 1K &&
piccType != MFRC522::PICC_TYPE MIFARE 4K) {
Serial.printin(F("Your tag is not of type MIFARE Classic."));
return;
}
//rf
String strlD = "

for (byte i = 0; i < 4; i++) {
strlD +=
(rfid.uid.uidByte[i] < 0x10 ? "0": ") +
String(rfid.uid.uidBytel[i], HEX) +
(il=372"":m);
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M1379% n.2 (sid 16) Code svuUuUnaauUIYy

394
395
396
397
398
399
400
401
402
403
404
405
406
a07
408
409
410
411
412

413
414

strID.toUpperCase();

Serial.print("Tap card key: ")
Serial.println(strID);

if (strD.indexOf("72:CE:80:63") >= 0) {
Serial.println("Unlock !");
opendoor();
delay (5000);

}else {
digitalWrite(SS_PIN, LOW);

digitalWrite(buzzer, LOW); //buzzer

delay (2000);
digitalWrite(buzzer, HIGH);

}

if (strID.indexOf("72:CE:80:63") >= 0) {
Serial.println("Alert 1);

LINE_Notify("%e09%0b9%81%e0%b8%9a%e0%b8%87%e0%b8%84%e0%b9%

8c%e0%b9%80%e0%b8%9b%e0%b8%ba4%e0%b8%94%e0%b8%Ib%e0%b

8%a3%e0%b8%b0%e0%b8%95%e0%b8%b9%e0%b8%94%e0%0b9%89%e0

%b8%a7%e0%b8%a2%e0%b8%84%e0%b8%b5%e0%b8%a2%e0%0b9%8c

%e0%b8%81%e0%b8%b2%e0%b8%a3%e0%b9%8c%e0%b8%94");
digitalWrite(LED_PIN, HIGH);




M13°9% n.2 (sid 17) Code syuunaaulsyy

49

415
416
a1v
418
419
420

}else {
rfid.PICC_HaltA();
rfid.PCD_StopCrypto1();
}

return;
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